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The intent of this document is to provide guidelines and policies for information technology use to assure the safety of the company’s information technology assets and employees. 
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[bookmark: _Toc222990597]Identity and Password Management Policy
The purpose of this policy is to define required access control measures to all Company systems and applications to protect the privacy, security, and confidentiality of Company information technology resources and data.
1. Identity is the unique characteristic assigned to every individual or system to enable decisions about the levels of access that should be assigned. 
1.1 System level and user level passwords must comply with the Password Policy. Providing access to another individual, either deliberately or through failure to secure its access, is prohibited.
1.2 All computing devices must be secured with a password-protected screensaver with the automatic activation feature set to 10 minutes or less. You must lock the screen or log off when the device is unattended. 
1.3 Employees must use extreme caution when opening e-mail attachments received from unknown senders, which may contain malware.
1.4 You may access, use or share Company proprietary information only to the extent it is authorized and necessary to fulfill your assigned job duties.
2. Passwords are an important aspect of computer security.  A poorly chosen password may result in unauthorized access and/or exploitation of our resources.  All staff, including contractors and vendors with access to Company systems, are responsible for taking the appropriate steps, as outlined below, to select and secure their passwords.

2.1 Password Creation

2.1.1 All user-level and system-level passwords must conform to the Password Construction Guidelines.

2.1.2 Users must use a separate, unique password for each of their work-related accounts.  Users may not use any work-related passwords for their own, personal accounts.

2.1.3 User accounts that have system-level privileges granted through group memberships or programs must have a unique password from all other accounts held by that user to access system-level privileges.  In addition, it is highly recommended that some form of multi-factor authentication is used for any privileged accounts

2.2 Password Change

2.2.1 Passwords should be changed only when there is reason to believe a password has been compromised.

2.2.2 Password cracking or guessing may be performed on a periodic or random basis by the Infosec Team or its delegates. If a password is guessed or cracked during one of these scans, the user will be required to change it to be in compliance with the Password Construction Guidelines.

2.3 Password Protection

2.3.1 Passwords must not be shared with anyone, including supervisors and coworkers. All passwords are to be treated as sensitive, Confidential Company information. Corporate Information Security recognizes that legacy applications do not support proxy systems in place. Please refer to the technical reference for additional details. 

2.3.2 Passwords may be stored only in “password managers” authorized by the organization.

2.3.3 Do not use the "Remember Password" feature of applications (for example, web browsers).

2.3.4 Any user suspecting that his/her password may have been compromised must report the incident and change all passwords.

2.4 Password Construction Guidelines. Passwords are a critical component of information security. Passwords serve to protect user accounts; however, a poorly constructed password may result in the compromise of individual systems, data, or network. This guideline provides best practices for creating secure passwords.

2.4.1 Guidelines: Strong passwords are long, the more characters you have the stronger the password. We recommend a minimum of 8 characters in your password.  In addition, we highly encourage the use of passphrases, passwords made up of multiple words.  Examples include “It’s time for vacation” or “block-curious-sunny-leaves”.  Passphrases are both easy to remember and type, yet meet the strength requirements.  Poor, or weak, passwords have the following characteristics: 

· Contain eight characters or less.
· Contain personal information such as birthdates, addresses, phone numbers, or names of family members, pets, friends, and fantasy characters.Contain number patterns such as aaabbb, qwerty, zyxwvuts, or 123321.
· Are some version of “Welcome123” “Password123” “Changeme123

3. Passkeys

			3.1 Passkeys are a phishing-resistant replacement for passwords built on FIDO2 standards. They’re easier for users and more secure for Red Flag Reporting, helping reduce password-related risks while streamlining authentication. By minimizing password lockouts and resets, passkeys boost employee productivity and reduce IT workload. 



3.2 


3.3 


3.2 Passkeys must be managed by LastPass and are an optional method of Multi Factor Authentication (MFA) for Red Flag Reporting employees. 

3.3 Passkeys like all RFR resources may only be accessed on approved devices. 
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The purpose of this policy is to define required configuration and usage of all Company devices and endpoints. 
1. Red Flag Reporting IT department maintains a device inventory including assigned user details. This includes personal devices authorized for use by RFR for company business. Only authorized and approved devices may be used to access any system, data or conduct business on behalf of Red Flag Reporting. 

a. Users must notify immediate manager and IT department when requesting a new, replacing an existing or retiring a device either managed by or that was used for RFR company business. 

b. Retired or repurposed devices are disposed by IT department to assure securely wiped and / or sanitized. Retired devices are disposed of via a 3rd party to ensure Best Practices are maintained. 

c. RFR does not permit shared devices or ‘public’ devices. All devices are to be used by the assigned user and only authorized access such as IT department assisting with an issue are permitted beyond by use by assigned user. Remote sessions outside of organization must not allow control of device. 

2. Lost, stolen devices including breach – see section Incident Management in this document. All of these type of events must be reported to immediate supervisor and IT department. 

3. Devices must automatically lock after 10 minutes or less of inactivity.

4. Biometric Authentication - To enhance the security of Company devices and ensure strong protection of Company data, Red Flag Reporting endorses the use of biometric authentication as a preferred method for device access. Biometric login methods—such as fingerprint or facial recognition—provide a secure and efficient means of verifying identity and help reduce reliance on traditional passwords, which may be susceptible to compromise. Biometric authentication aligns with the Company’s requirement that all devices be secured and configured according to approved access control standards. Employees using biometrics must do so only on authorized and approved devices, consistent with the Device and Endpoint Policy.

5. Devices must use full disk encryption. 
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1. Least Privilege
An authorization should only provide the privileges required for the function to be performed and no more. Following this principle helps ensure proper workflows are followed and access to functions that may expose data is contained as much as possible.
2. Separation of Duties
When an authorization is granted to an account it must be approved by multiple individuals. Multiple approvers ensures that the Principle of Least Privilege is followed from both a technical and process perspective, decreases opportunity for conflict of interest or fraud, and reduces the risk of error. As applied to authorization, separation of duties requires that the administrative and technical approver are not the same person, or if they must be, then the Data Custodian is not filling either role.
3. Roles in Authorization
Authorizing an account to use a system or application is responsibility of our IT department. 
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Employees should only conduct Company business, access Company systems and data over secure networks. Employees should not connect Company devices to public WiFi or conduct business, access Company systems or data over public WiFi even on PCD, this includes checking Company Email Account. 
1. Company network: at this time the Company does not own or manage a network as all employees work remotely and server/infrastructure is provided as part of our service agreement with Microsoft. 

2. Remote workers are encouraged to use their home internet service and should either connect directly with an ethernet connection or through wireless connection. 

2.1 Home WiFi networks should be secured using the following guidelines: 
· Change your default router password. The default passwords of most routers include words and other strings that make them relatively easy to remember and type in but also easy for password-cracking software to break. Use strong passwords with a random mix of upper- and lowercase letters, numbers, and symbols.
· Change the default name of the router. The default name of most routers is the manufacturer and model of the router. Hackers can use this information to help them break in. Change the name of the router to conceal its make and model.
· Hide the router. Have you noticed that when you open your laptop or turn on your phone at Starbucks or the airport you see a list of Wi-Fi connections which are in range that you might potentially join? You can make a change to your router so that it does not appear in such broadcasts. Then the only way to find it will be to type in its name. For instructions on how to hide your router, see the manual.
· Turn off remote management. You’ll most likely never have any need for this, and it’s a potential opening to hackers. It’s best to shut it off.
· Change the default administrator password. There are only a few of these in standard use and the hackers know what they are. Change yours. See your router’s manual for instructions.
· Stay logged OFF as an administrator. You don’t need this functionality and the hackers can exploit it. Turn it off and keep it off.
· Change the settings to allow access only by MAC address. MAC means Media Access Control address, and every device that can connect to the Internet has a unique one. If you change your router to allow access only by MAC address, then the only devices which can connect to it are the MAC addresses you’ve told it to accept.
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Defines required security, operational, and governance controls for all third party, commercial off the shelf (COTS), and Software as a Service (SaaS) applications used by Red Flag Reporting. These controls ensure consistent protection of Company data, alignment with existing identity, device, authorization, and incident management policies, and reduction of unmanaged application risk.
1. Application Intake & Approval
· All third party applications must be submitted through to and approved by IT prior to use. 
· Requests must include the business owner, purpose of use, data classification involved, user population, and integration requirements (e.g., SSO, SCIM).

2. Vendor Risk & Contract Requirements
· A vendor security review is required for all new third party applications and must assess: 
· Security certifications (e.g., SOC 2, ISO 27001),
· Encryption practices,
· Data residency,
· Logging and retention capabilities,
3. Identity & Access Management for SaaS Applications
· It is preferred that third party/SaaS applications integrate with the Company identity provider for Single Sign On (SSO) and require Multi Factor Authentication (MFA) for all human logins. 
· Local accounts must be disabled where technically feasible.
· Access must follow the Principle of Least Privilege, with documented role based permissions.

4. Application Inventory & Ownership
· IT shall maintain a system of record for all sanctioned applications, including owners, data classification, integrations, active user counts, and renewal dates.
· The Security team will periodically review for unauthorized applications (“shadow IT”) and take corrective action.

5. Data Protection Requirements
· Data stored or processed within third party applications must reviewed by company executive to assure data classification and retention satisfy requirements and business use case.
· Sensitive or confidential data must be encrypted in transit and at rest.
· Applications must support data export and deletion upon request.

6. Vendor Updates, Vulnerability Management & Change Handling
· IT must subscribe to vendor release or security advisories for each critical application.
· High risk applications require annual security reassessment.

7. Vendor reported incidents
· Vendor reported incidents must be processed under the Company’s Incident Management requirements, including established vendor contact points and contractual notification timelines.
8. Use of Artificial Intelligence (AI) Tools:
· Workforce members are strictly prohibited from entering or uploading ePHI into any AI tool unless that tool has been vetted and approved by IT. Approved AI tools must be configured to ensure that prompt data and uploaded files are not used for model training or retained by the provider beyond the immediate session requirement.
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Red Flag Reporting maintains all servers exclusively within the Microsoft Azure environment, primarily as services. Servers are managed by Microsoft Technical Support under agreement in accordance to latest Microsoft Azure InfoSec policies and Microsoft Operational Security Assurance (OSA). 
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Patching is a critical aspect of maintaining the security and functionality of information technology systems. It involves the process of applying updates to software, operating systems, and applications to fix vulnerabilities, improve performance, and add new features. Regular patching helps protect systems from security threats, ensures compliance with industry standards, and enhances overall system reliability.
Importance of Patching
1. Security: Patches often address security vulnerabilities that could be exploited by malicious actors. By applying patches promptly, Red Flag Reporting can reduce the risk of cyberattacks and data breaches.
2. Performance: Patches can improve the performance and stability of systems by fixing bugs and optimizing code. This leads to a smoother user experience and reduces downtime.
3. New Features: Patches may introduce new features and functionalities. Keeping systems patched ensures access to the latest advancements and improvements.
Patching Process
1. Assessment: Identify systems and applications that require patching. Evaluate the criticality of each patch and prioritize based on the potential impact on security and operations.
a) Red Flag Reporting categorizes patches as Critical, High, Moderate. System or application owners are responsible to assure prioritization matches patch cadence. 
b) Critical: These patches address critical vulnerabilities that must be addressed immediately.
c) High/Important: These patches address serious vulnerabilities that should be addressed soon.
d) Moderate: These patches address vulnerabilities that should be addressed in a timely manner.
2. Testing: Before deploying patches, test them in a controlled environment to ensure they do not cause unexpected issues or conflicts with existing systems.
a) Test environments where applicable and required on Business Critical systems and applications. 
3. Deployment: Apply patches to production systems following a structured deployment plan. This may involve scheduling downtime or using automated tools to streamline the process.
4. Verification: After patching, verify that the updates have been successfully applied and that systems are functioning as expected. Monitor for any issues and address them promptly.
5. Documentation: Maintain records of patching activities, including the patches applied, systems updated, and any issues encountered. This documentation is essential for auditing and compliance purposes.
Guidelines 
1. Regular Updates: Establish a routine schedule for patching to ensure systems are consistently up-to-date.
2. Automated Tools: Utilize automated patch management tools to simplify the patching process and reduce the risk of human error.
a) Red Flag Reporting utilizes Microsoft Intune for patch management on devices. 
b) Red Flag Reporting utilizes Azure Update Manager for automated patch management on Azure Web Apps and SQL Server to ensure critical security vulnerabilities are addressed immediately.
3. Backup: Always perform backups before applying patches to safeguard against potential data loss or system failures.
4. Communication: Inform stakeholders about upcoming patching activities and any potential impact on system availability.
Example of Email Communication: 
Team Members,
I hope this message finds you well.
We are writing to inform you about an upcoming patch deployment scheduled for [Date and Time]. This patch is critical for maintaining the security and performance of our systems and will address several vulnerabilities and bugs identified in recent assessments.
Details of the Patch:
· Date and Time: [Date and Time]
· Affected Systems: [List of affected systems or applications]
· Impact: During the deployment, there may be brief periods of downtime or reduced performance. We will make every effort to minimize disruption and complete the patching process as quickly as possible.
Action Required:
· Please ensure that all your work is saved and that you log out of the affected systems before the scheduled patching time.
· If you experience any issues after the patch deployment, please contact our IT support team immediately at [ add contact information ].
We appreciate your cooperation and understanding as we work to enhance the security and reliability of our systems. If you have any questions or concerns, please do not hesitate to reach out.
Thank you for your attention to this matter.
Best regards,
[ Your Name ]
[ Your Job Title ]
[ Your Contact Information ]
--- end example communication --- 
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Application development and the security of the development life cycle is performed by Microsoft engineers on behalf of Red Flag Reporting governed by latest Best Practices for Secure Development published by Microsoft. 
1. Logical security
Our solution is built with application security roles and controls. We help secure the service infrastructure with multi-tier administration, server monitoring, access control, and security standards and policies. Microsoft provides a team to ensure service reliability and continuity with standardized operations, defined change and incident management, and ongoing investments in hardening our defenses.
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Microsoft Corporation provides Red Flag Reporting a cloud services environment that features vigorous security and continuous access to applications and data. This service ensures increased security at each phase of the cloud services delivery model and for every user interaction—physical datacenter, network connectivity, service hosting platform, and user and administrator access—to help you reap the demonstrated benefits of cloud services while minimizing your overall risk.
Ours is a security-hardened solution that has been designed using the principles of the Microsoft Security Development Lifecycle. Security roles allow us to further secure data by controlling user access through a set of access rights and permissions.
1. Physical security
Microsoft datacenters provide 24-hour monitoring through physical controls, video surveillance, and access control to ensure only authorized personnel can manage applications and services.
Features we require Microsoft maintain:
· Redundant power supplies. To ensure business continuity, when power is lost, there are two power supplies for each datacenter: a battery provides short-term power until diesel generators can kick in. Microsoft has contracts with multiple fuel suppliers to ensure fuel delivery for the generators when it is needed.
· Natural disaster control. Microsoft provides seismically braced racks where required and fire prevention and extinguishing systems to protect datacenters against natural disasters.
· Physical monitoring. Microsoft strengthens physical security with motion sensors, 24-hour secured access, video camera surveillance, and security breach alarms.
· Distributed Microsoft datacenter locations: Our solution is deployed in Microsoft datacenters that are located in disperse geographies (currently only US based datacenters).
· Secure network design and operations: Each Microsoft datacenter provides multiple separate network segments. Segmentation helps ensure physical separation of critical, back-end servers and storage devices from the public-facing interfaces.
· Redundant Network: A redundant network provides full failover capability and helps ensure 99.9 percent network availability.
· Anti-Virus: Anti-viral and anti-intrusion measures further secure data.
· Secure Access for Support: All remote connections by Microsoft operations personnel must be made via Remote Desktop Service and two-factor authentication.
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Red Flag Reporting relies on Microsoft Azure’s architecture to ensure that data cannot be altered without proper authentication and authorization. Audit logs that track the creation, modification, and deletion of data are maintained within the Azure environment. The IT Department shall periodically review access logs to identify unauthorized applications or suspicious activity. 


Incident Management
Each system custodian must develop and review at least annually a system-level incident response plan that contains:
· Names and contact information for the incident response team, including:
· Security Contact and alternate contact(s) who have system admin credentials, technical knowledge of the system, and knowledge of the location of the incident response plan.
· System details, or reference to the location of such information, including:
· Data Flow Diagrams
· Network Diagrams
· Logging information 
· Procedures for reporting and handling a suspected incident, defined per role: Sys Admin, Bulk Access User, End User, e.g.,
· Who to contact
1. What is a Security Incident?
A security incident in the context of this requirement is an event that compromises or has the potential to compromise:
· the operation of covered core systems or
· confidentiality or integrity of covered data assets
1.1 A security incident may involve any or all of the following:
· a violation of organization computer security policies and standards
· unauthorized computer or data access
· presence of a malicious application, such as a virus
· presence of unexpected/unusual programs
· a denial of service condition against data, network or computer
· misuse of service, systems or information
· physical or logical damage to systems
· computer theft
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